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Introduction

SSL certificates are an Internet security staple.

Installing them can be a bit tricky for people without a technology background, as
most online guides are overflowing with techie jargon.

The purpose of this PDF is to clear things up and help you navigate the process
yourself, without having to spend hours upon hours on research.
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Glossary

Browser: A piece of software, used to access (browse) the Internet. Examples:
Microsoft Internet Explorer (IE, Edge); Mozilla Firefox, Apple Safari, and Google
Chrome.

Certificate Authority (CA): A well-trusted company, specialised in the issuing of
SSL certificates.

Certificate Signing Request (CSR): A request, related to the issuing of SSL
Certificates.

Decryption: “Un-scrambling” information and putting it back in its original format.
Encryption: Information “scrambling”. This makes it impossible for third parties to
use.

Key: A mathematical formula (algorithm), used to encrypt or decrypt information.
The longer they key, the stronger the encryption.

SSL Certificate: A type of code used to encrypt and decrypt data online, via the
use of keys.
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SSL Certificate Types

Different types of SSL certificates require different levels of authentication.

The more advanced SSL certificate you are after, the longer will the authentica-
tion take.

This is largely due to the fact that Extended Validation certificates serve as identi
fiers of your website’s legitimacy.

Any CA, issuing an Extended Validation SSL certificate has to run extensive
background checks to determine that you are indeed who you claim to be online.
Extended validation certificates are way better at instilling trust in your visitors,
due to this.

The two most popular SSL Certificate Types are:
Domain Validation and Extended Validation.

The former is most popular for blogs and SME company websites that do not
work directly with sensitive or otherwise private information.

The latter certificate is the SSL of choice for E-commerce and other shopping-re-
lated websites.
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Domain Validation SSL Certificate

Offer standard levels of protection but lack the full-on green colourisation of the

bar. This is the most affordable type of certification as its issuing takes little to no

human interaction.

Below you can see examples of Domain Validation certified websites in different

popular browsers.
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Extended Validation SSL Certificate

The second most common type of SSL certificate that every Internet user has ran

into.

It identifies the company’s legitimacy by placing its name in the address bar,

alongside the padlock.

Below you can see examples of Extended Validation certified websites in different

popular browsers.
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Certificate Signing Requests

Certificate Signing Requests (CSR) are documents, that need to be generated
before you are allowed to purchase an SSL certificate.

These are encoded files, allowing you to send your CA a public key along with
some identification data. They are generated by your server.

After your CSR has been approved the Certificate Authority company, you can
then proceed with your purchase and begin the installation process of your SSL
Certificate.

The installation process itself will vary, based on your specific server and configu-
ration.

BEGIN CERTIFICATE REQUEST-----
MIICzDCCAbQCAQAwgYYxCzAJBgNVBAY TAKVOMQOwCwWYDVQQIDARUb25IMQOWCWYD
VQQHDARuUb25IMRIWEAYDVQQKDAIXaWtpcGVkaWEXDTALBgNVBAsMBG5vbmUxGDAW
BgNVBAMMDyoud2lraXBIZGIhLm9yZzEcMBoGCSqGSIb3DQEJARYNbmOuZUBuUb25I
LmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMP/U8BRICCDEESAL
PT8LLUR9ygyygPCaSmIEC8zXGJung3ykEIXFRz/Jc/buOhxCxi2YDz5!jxBBOpB/
kieG83HsSmZZtR+drZIQ6vOsr/ucvpnB9z4XzKuabNGZ5ZiTSQIL7Mx8FzvUTg5y
/ArluM+FBeuno/IV8zvwAe/VRa8i0QjF XT9vBBp35aeatdnJ2ds50yKCsHHcjvtr
9/8zPVqgmhI2XFS3Qdglsprzbgksom6700bJGjaV+NHNQOo/rzP//PI3i7vwvaEG

7F8tQhEwWRINJUR1T6Z7In7S6cOr23YozgWVKEJ/dSr6LAopb+cZ88FzW5NszUGi
57HhA7ECAWEAAaAAMAOGCSqGSIb3DQEBBAUAA4IBAQBN8OCVOIx+n0AS6WbEmMYDR
SspRIXOCoOwYfamB+2Bpmt82R01zJ/kaqzUtZUjaGvQvAaz5lUwoMdaO0X715Xfl
slIMFDaYoGD4Rru4s8gz2qG/QHWA8uPXzJVAj6X00lbldLTEqTKsnBj4Zr1 AJCNy
/YcG4oulLJr140026MhwBpoCRpPjAgdYMH60BYfnc4/DILXMVgR9xgK1s98d60b/+
3wWHFK+S7BRWrJQXcM8veAexXuk9IHQ+FgGfD0eSYGz0kyP26Qa2pL.Twumit+nBPI
rfJxaLHwTQ/1988GOH35ED0OfIMd5fzoKi5evU1wG5WRxdEUPYt3QUXxdQ69i0C+7
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Summary
Installing an SSL certificate on your website is a crucial step that must be taken
by any website owner of today.

Not only does it protect information and instil trust in your clients, it is also incredi-
bly important for Search Engine Optimisation.

Google have put a lot of time and resources in raising SSL certificate awareness
and following their example promptly will place you much higher in search results.
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Thank you!

Thank you for taking the time to download and read this PDF.
Hopefully, the information in it helped you understand SSL certification better.

Should you have any further questions, do not hesitate to contact us.
Our experts are always happy to help!

For More Information

Visit our website
https://www.goliveuk.com/
Tel: +44 (0)20 3371 7354

E-mail: info@goliveuk.com
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